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Introduction  

Thank you  for downloading and using (or trying) SNMP Informant.  We are sure  you 

will like what you see, and recognize the value in our products.   This document is 

intended to help you make the most of SNMP Informant .  If you have any comments 

about this d ocumen t (omissions, corrections, etc.), please contact 

product.support@informant -systems.com , and let us know.  

We have always  strived to provide excellent value for your money with SNMP Informan t.  

If you are pleased with this product, please tell your colleagues and friends.   If not, 

please tell us , so we can address your concerns as soon as possible.  

 

¶ Please note:   Weôre changing some terminology in this version.  Where 

sometimes we referred to  our products as ñagentsò, they are in fact, data 

ñprovidersò, loaded as an ñextensionò to the base Microsoft SNMP agent (or a 

replacement SNMP stack, if compatible).   In other terminology (outside of this 

document ) , SNMP extension agents are sometimes ref erred to as ñsub-agentsò. 

 

 

About Informant Systems, Inc.  

I nformant Systems  has been developing and p roviding the network management 

community with cost -effective SNMP extension agents for Windows operating systems 

and server applications since 1999.   Our  flagship product, SNMP InformantÊ is in use 

by small, medium and large organizations around the world, including Universities, 

financial institutions, Fortune 500 companies and large multi -national organizations.  

Resellers or commercial product developers  interested in bundling or reselling  SNMP 

Informant are encouraged to contact product.info@informant -systems.com  in order to 

find out more information.  

 

 

 
 

Informant Systems, Inc.  

11135 ï 23A Aven ue  

Edmonton, AB   T6J4W5   Canada  

Phone :  780 -908 -6669  

Fax :  780 -434 -8991  

Web:  http://www.informant -systems.com  

 

Product Information:  product.info@inf ormant -systems.com  

Product Support:   product.support@informant -systems.com  

 

Primary Contact:  Garth K. Williams ï President and Managing Director  

garth.williams@informant -systems.com  

mailto:product.support@informant-systems.com
mailto:product.info@informant-systems.com
http://www.informant-systems.com/
mailto:product.info@informant-systems.com
mailto:product.support@informant-systems.com
mailto:garth.williams@informant-systems.com
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Statement of Limitations  

Although we have attempted to find and correct any bugs in the software, we  will not 

be held responsible for any damage or losses (of ANY kind) caused  by the use (or 

misuse) of t his product.  Names, icons, functionality,  file format, etc. are subject to 

change in future versions of SNMP Informant  without notice.  

Also, while we are well aware that we cannot control who downloads and/or  uses SNMP 

Informant, we would like to make it clear that:  

UNDER NO CIRCUMSTANCES IS SNMP INFORMANT DESIGNED TO MANAGE, SUPERVISE 

CONTROL, MONITOR OR OTHERWISE INTERACT WITH INSTRUMENTS AND/OR 

EQUIPMENT THAT MIGHT POTENTIALLY AFFECT HUMAN LIFE.  

For example:  

SNMP Informant is not designed for, nor is it  intended to be used to monitor or  interact  

with computer systems that might be used to construct, operate or  maintain any  type 

of the following facilities (including but not limited to):  

¶ hospitals  
¶ nuclear power  

¶ air traffic , rail  and/or m aritim e control or  navigation  
¶ other commuter transport ( bus, taxi, etc.)  
¶ m ilitary (operations, control, etc.)  

 

 

NMS Compatibility  

The SNMP Informant MIBS are written to comply with RFC standards, and are  compiled 

and tested on several different MIB compilers and applicatio ns in order to ensure 

maximum compatibility.  Nonetheless, we make NO guarantees  that they will compile 

on any SPECIFIC product.  In the event that you have  problems using SNMP Informant 

(i.e. compiling SNMP Informant MIBs) with your  particular NMS, please  consult the 

Product Support Forums . 

 

 

Warranty  

All v ersions of SNMP Informant are warrant ed to operate EXACTLY as described  on the 

SNMP Informant web site ( www.snmp - informant.com ).  If you have ANY  questions 

about SNMP Informant's ability to gather certain performance metrics,  please contact 

product.info@informant -systems.com , and we will be pleased to  help you out.  

 

¶ Please note:   While we endeavour to  ensure our software runs ñworry-freeò, we 

make no guarantees that it will be bug - free.    

http://www.snmp-informant.com/
mailto:product.info@informant-systems.com
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SNMP Informant Overview  

SNMP Informant products are advanced Simple Network Manageme nt Protocol  (SNMP) 

extension agent s that provide the capability to access Microsoft Windows Operating 

System and Application Server Performance Counters , WMI classes and other (i.e. 

registry and custom script) information  through the SNMP protocol  

SNMP In formant agent  information can be accessed natively using SNMPv1 , SNMPv2  or 

SNMPv3 (see below)  protocols  from an SNMP Network Management System (NMS ).  *  

* NMS applications include (but are not limited to):  

¶ Sciencelogic EM7  

¶ HP Network Node Manager  

¶ Paessler I PCheck  

¶ Groundwork  

¶ Netmon,  

¶ IPMonitor  

¶ OpenNMS  

¶ Zenoss  

é and others 

é you will be amazed  at how much Windows information SNMP Informant can expose to 

your NMS !  

¶ IANA Private Enterprise Number 9600 is registered to WTCS (Informant Systems, 

Inc.).  All our OIDS start with .1.3.6.1.4.1.9600 .  

 

SNMPv3  

Since SNMP Informant is an SNMP Extension Agent (sometimes called sub -agents), it 

does not in and of itself support SNMPv3.  It is the job of the SNMP service ñstackò to 

support SNMPv3.  The native Windows 2000, XP and  2003 SNMP service only supports 

SNMPv1 and  SNMPv2 .  However, t here are some Windows SNMP service replacements 

in the market  today that claim to be 100% compatible with extension agents like SNMP  

Informant.   Here are a couple of alternatives:  

One such prod uct is NuDesign Technologies  ñAgent Service for MS Windowsò.  You 

can find out more about this product below:  

¶ http://www.ndt - inc.com/SNMP/AgentService.html  

o NuDesign Technologies is an Informant Systems Partner  

 

Another option is Logisoft AR , who have developed a product called SNMP Agent 

Defender, an SNMP v3 replacement stack.  Find out more below:  

¶ http://www.logisoftar.com/Produ ctsSnmpInquisitor.htm  

 

¶ Please note:   It is up to you (the customer), to do your due diligence when 

deciding on an SNMP stack replacement .  

 

SNMP  Traps  

At present, SNMP Informant does not generate  SNMP traps.   We are looking at this 

functionality as a futur e enhancement.  

http://en.wikipedia.org/wiki/Simple_Network_Management_Protocol
http://www.ndt-inc.com/SNMP/AgentService.html
http://www.logisoftar.com/ProductsSnmpInquisitor.htm
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Product Description  

SNMP Informant agents are DLL ( Dynamic Link Libraries ) extensions t o the Microsoft 

Windows SNMP service.  The Windows SNMP Service must be in stalled properly, 

configured and running before the SNMP Informant agent is accessible .  

SNMP Informant providers  are designed to be installed on Windows Server software , 

although they  can  be installed on Windows XP , Vista  and Windows 7 .  They are 

categoriz ed as follows:  

¶ Performance Providers  ï These providers connect to the Performance Counter  

sub -system, and allow perfo rmance counter information to be collected via SNMP . 

¶ WMI Providers  ï also called State and Configuration providers , the y c onnect to 

the Windows WMI  sub -system , and  allow WMI information to be collected via 

SNMP. 

¶ Custom Providers  ï providers of this type allow you to collect either 

Performance or State/Configuration information from server applications that 

might not otherwise provide this information to either the P erformance or WMI 

sub -systems.  
 

Regardless of the provider type, taking advantage of the information  SNMP Informant 

provides is very simple:  

 

Step 1: Install/configure SNMP Service

Step 2: Install SNMP Informant

Step 3: Install SNMP Informant MIBs

Step 4: Collect the data

Step 5: Analyze the results

Windows XP/2000/2003/2008/

Network

Management

Station

SNMP  G
ET m

essages

How SNMP 

Informant works

SNMP  S
ET m

essages

 
Figure 1  ï SNMP Informant Functional Overview  

 

Installing S NMP Informant is very easy.  Once the SNMP service is correctly installed 

and configured  on the designated system, the SNMP informant installer can be run (see 

the Installation and Configuration  section) .  Depending on the validation key you enter, 

different providers will be enabled for installation.  

http://en.wikipedia.org/wiki/Dynamic-link_library
http://technet2.microsoft.com/windowsserver/en/library/3fb01419-b1ab-4f52-a9f8-09d5ebeb9ef21033.mspx?mfr=true
http://en.wikipedia.org/wiki/Windows_Management_Instrumentation
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Performance Provider s 

SNMP Informant P erformance Provider s connect through the Windows Performance 

Data Handler library  to access server performance counte rs .  A diagram illustrating this 

concept is shown  below.   As you can see, an SNMP GET request message  is passed 

throu gh the SNMP Informant DLL to the Windows performance sub -system  and back 

again to the requesting entity.  

 

 

Figure 2  ï SNMP Informant Application Structure  (P erformance Providers )  

 

Standard and Advanced P erformance Provider Notes  

Windows 2000 does not come ñout of the boxò with logical disk performance counters 

enabled * .  Unless activated, the only Windows 2000 disk counters accessible by SNMP 

Informant are the physical disk performance counters.  In order  to activate logical disk 

performance counters on Windows 2000, do this:  

1.  Open an OS prompt  

2.  Type "diskperf - y" (omit the "")  

3.  Close the OS Prompt  

4.  reboot the system  

* Windows XP, Windows 2003 , Windows  Vista  and Windows 7 dynamically activate 

logical disk coun ters as needed.  

 

Application Server Performance Provider Notes  

SNMP Informant Server Performance Provider Agents e xtend SNMP Informant 

functionality by allowing SNMP to be used to query application specific performance 

counters using SNMP.   Such applicatio ns at present include:  

¶ ISA Server ï supports ISA 2000/2004/2006  

¶ BizTalk Server ï supports BizTalk 2000/2004/2006  

¶ SQL Server -  supports SQL 2000/2005/2008 (including MSDE and Express)  

¶ Exchange Server ï supports Exchange 2000/2003/2007  

¶ Forefront Server (supp orts Forefront TMG)  

Windows SNMP Service  

SNMP Informant DLL  

PDH DLL  

 
 
 
 
 
Windows Performance 
Counters  

SNMP 
Request  

SNMP 
Response  

http://technet2.microsoft.com/windowsserver/en/library/4afcfe9e-b2e5-4cf5-b235-9bc66a1aaf361033.mspx?mfr=true
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WMI Provider s 

Similar to the PDH Providers , SNMP Informant WMI Provider s make data requests to the 

local WMI sub -system on the system where SNMP Informant is installed.   See the 

figure  below for a diagram representing the data flow fo r this type of agent.  

 

Figure 3  ï SNMP Informant Application Structure (WMI Providers )  

 

WMI Provider Notes  

SNMP Informant WMI Provide rs extend SNMP Informant functionality by allowing SNMP 

to be used to server specific WMI information using SNMP.  Such applications at present 

include:  

¶ Virtual Server  ï allows SNMP to be used to access Virtual Server information  

¶ Hypervisor (Hyper - V)  ï allows SNMP to be used to access Hyper -V information   

¶ Citrix -  SNMP to be  used to access Citrix Presentation Server   

¶ OS -  allows SNMP to be used to access OS specific WMI information  

¶ HW ï allows SNMP to be used to access hardware specific WMI information  

o Note:  This  agent sô functionality will differ depending on motherboard 

hard ware manufacturersô support for the Windows 2000, 2 003  and 2008 

WMI system.  If the motherboard manufacturer does not provide 

information to the WMI system, then SNMP Informant will not be able to 

access it.  

 

WMI Provider Helper Services  

The SNMP Informant  WMI -OS and WMI -Exchange providers  incorporate the use of a 

ñhelper serviceò.  This helper service sits between the extension agent DLL and the WMI 

sub -system.  

SNMP requests are received (by the SNMP service) from the NMS for OIDs that are 

derived from a W MI class, and passed from the SNMP Informant extension agent DLL to 

the helper service.  Then, the helper service passes (proxies) that request to the WMI 

sub -system, and waits for a response.  

When a response is received, the helper service passes it back to the extension DLL, 

and the extension DLL passes it back to the SNMP service .  Figure 4 below illustrates 

this data flow.  

Windows SNMP Service  

SNMP Informant DLL  

 
 
 
 
 
Windows Management 

Instrumentation (WMI) 
sub -system  

SNMP 
Request  

SNMP 
Response  
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Figure 4  ï SNMP Informant Application Structure (WMI Providers with helper 

ser vice)  

 

Custom Provider s 

SNMP Informant 2010 .1 includes custom SNMP support for Microsoft Cluster Services 

and Citrix Presentation Server through APIs published for those products.   This ñbridgeò 

allows information to be collected  from those applications .  This software must be 

installed on the server where SNMP Informant is installed.  

In addition, SNMP Informant now (as of version 2010.1) supports the ability to define 

your own OIDs for custom performance counters, registry entries, and remotely 

spawned pro cesses (i.e. scripts) that collect data from other means.  

 

System Requirements  

The SNMP Informant Agent executes on the following operating systems. It does not 

run on Microsoft Windows 95, 98, ME, or NT.  

Operating Systems Supported:  

 
¶ Microsoft Windows 200 0 Professional  

¶ Microsoft Windows 2000 Server  
¶ Microsoft Windows 2000 Advanced Server  
¶ Microsoft Windows 2000 Datacenter Server  
¶ Microsoft Windows XP Home/Pro (x86 /x64 )  
¶ Microsoft Windows Vista Home/Business/Premium (x86/x64)  
¶ Microsoft Windows 7 Home/Business/Ul timate (x86/x64)  
¶ Microsoft Windows 2003, Standard Edition(x86 /x64/ia64 )  

¶ Microsoft Windows 2003, Enterprise Edition (x86 /x64/ia64 )  

¶ Microsoft Windows 2003, Datacenter Edition (x86 /x64/ia64 )  
¶ Microsoft Windows 2003, Web Edition (x86 /x64/ia64 )  
¶ Microsoft Windows  2003, Small Business Server (x86 /x64/ia64 )  
¶ Microsoft Window 2008, Standard Edition (x86/x64/ia64)  
¶ Microsoft Window 2008, Enterprise Edition (x86/x64/ia64)  

 

Processor Requirement:  minimum of a Pentium II class  

Memory Requirement:  32 MB  

Disk Space Requireme nt:  30MB  

Windows SNMP Service  

SNMP Informant DLL  

SNMP Informant  
helper service  

 
 

 
 
 
Windows Management 
Instrumentation (WMI) 
sub -system  

SNMP 
Request  

SNMP 
Response  
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Installation  and Configuration  

The SNMP Service is not installed by default on the Microsoft Windows operating 

systems and is not configured by default on the Microsoft Windows 2003 /2008  

operating systems.  The SNMP Service must be installed and  configured prior to 

installing the SNMP Informant agent.   If the SNMP Service is already installed and 

configured, then skip to the Installing SNMP Informant section . 

I nstalling the Microsoft Windows SNMP service  

Since the Microsoft Windows operating syst ems vary slightly, the steps to install the 

SNMP Service may be deviate a little from this guide.  

 

Windows Vista/ 7  

To install SNMP on Windows 7, open Control Panel and then click on Programs and 

Features. Then, click on "Turn Windows features on or off" li nk in the left pane. If UAC 

prompted, then click on Yes. Then, in the Windows Features window, scroll down and 

select "Simple Network Management Protocol (SNMP)" check box and click on OK. Then, 

wait for some time to install SNMP.  

 

Windows XP/Windows Serve r 2000, Windows Server 2003  

You may also refer to the Microsoft Windows Help (Start \Help) under ñSNMP Service 

(installing)ò for more information on installing the SNMP Service. 

You must be logged on as an administrator or a member of the Administrators gro up to 

complete this procedure. If your computer is connected to a network, network policy 

settings may also prevent you from completing this procedure.  

1.  Click Start, point to Settings, click Control Panel, double -click Add or Remove 

Programs, and then clic k Add/Remove Windows Components.  

2.  In Components, click Management and Monitoring Tools  (but do not 

select or clear its check box), and then click Details .  

3.  Select the Simple Network Management Protocol check box, and click OK.  

4.  Click Next .  

5.  Insert the resp ective CD or specify the complete path of the location at which 

the files are stored.  

6.  SNMP starts automatically after installation.  

 

Windows Server 2008  

You can add the SNMP service through the Add Features wizard.   SNMP is a feature.  

1.  Start Control Panel  then Programs and Features  

2.  Select Turn Windows Features on or off  

3.  Select Features  

4.  Select Add Features  

5.  Select SNMP  

6.  Choose Install  
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Configuring the Microsoft Windows SNMP service  

The Microsoft Windows SNMP Service must be configured before it can be accessed by 

any SNMP Manager software.  Since the Microsoft Windows operating systems vary 

slightly, the steps to configure the SNMP Service may be deviate a little from this guide. 

You may also refer to the Microsoft Windows Help (Start \Help) under ñSNMP Service 

(security, configuring)ò for more information on configuring the SNMP Service. 

 

Windows Vista/ 7  

After installing SNMP, click on Start Orb and then type Services.msc in the Search box 

and hit Enter. Then, scroll down in the right pane and right click on SNMP Services and 

select Properties. Then, click on Traps tab. Now, in the Community Name box, type the 

community name to which your computer will send trap messages and then click on 

"Add to list" button. Then, click on Apply and then OK.  

 

Windows XP/Windows S erver 2000, Windows Server 2003  

1.  Click Start , point to Settings , and then click Control Panel . Double -click 

Administrative Tools and then double -click Computer Management .  

2.  In the console tree, click Services and Applications  and then click Services .  

3.  In the  details pane, scroll down and click SNMP Service .  

4.  On the Action  menu, click Properties .  

5.  On the Security  tab, select Send authentication trap  if you want a trap 

message to be sent whenever authentication fails.  

6.  Under Accepted community names, click Add .   

7.  Under Community Rights , select a permission level for this host to process 

SNMP requests from the selected community.  

8.  In Community Name , type a case -sensitive community name, and then click 

Add .  

9.  Specify whether or not to accept SNMP packets from a host :  

10.  To accept SNMP requests from any host on the network, regardless of identity, 

click Accept SNMP packets from any host.   

11.  To limit acceptance of SNMP packets, click Accept SNMP packets from 

these hosts , click Add , type the appropriate host name and IP or IPX 

address, and then click Add  again.  

12.  Click Apply  to apply the changes.  

 

Windows Server 2008  

After installing the SNMP service, you need to configure agent properties, which 

contains general information such as who is responsible for managing the agent ho st 

and the types of services with which the agent will interact on the computer.  

 

Right -click the SNMP service in the Services console and choose Properties to open the 

properties for the SNMP Service, or select the service and choose Action and then 

Properties to display the serviceôs property sheet.  The General, Log On, Recovery, and 

Dependencies pages are the same as for other services.  
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  Click the Agent tab to configure the following agent properties:  

1.  Contact:  Specify the name of the person responsib le for managing the host 

computer.  

2.  Location:  Specify the physical location of the computer or the contactôs 

location or other information (phone number, extension, and so on).  

3.  Physical : Select this option if the agent host manages physical hardware 

such as  hard disk partitions.  

4.  Applications:  Select this option if the agent uses any applications that 

transmit data using the TCP/IP protocol.  

5.  Datalink and Subnetwork:  Select this option if the agent host manages a 

bridge.  

6.  Internet:  Select this option if the age nt host is an Internet gateway.  

7.  End - to - End:  Select this option if the host uses IP. This option should always 

be selected.  

 

Configuring traps  

Use the Traps tab of the SNMP service to configure computers to which the SNMP 

service sends traps.   From the Comm unity Name drop -down list, select the community 

for which you want to assign a trap destination.  If you have no communities set yet, 

type the community name in the combo box and click Add to List.  Then, click Add to 

display a simple dialog box in which y ou can specify the host name, IP address, or IPX 

address of the remote computer to receive the trap notification.   Repeat the process to 

add other trap destinations as needed.  

 

Configuring security  

Use the Security tab of the SNMP Serviceôs properties to configure the communities in 

which the agent participates and optionally a list of hosts from which the agent accepts 

SNMP packets. By default, the agent accepts packets from all hosts.  This presents a 

security risk, however, so take care to configure secu rity settings to permit SNMP traffic 

only from authorized hosts.  The Security page includes the following options:  

1.  Send Authentication Trap:  Select this option to have the agent send a 

message to all trap destinations if the agent receives an SNMP request  from a 

host or community not listed in the óóAccepted community namesôô list or the 

óóAccept SNMP packets from these hostsôô list. The message is sent to all hosts 

in the trap destination list on the Traps property page to indicate that a 

remote managemen t system failed authentication (potentially indicating an 

unauthorized access attempt).  

2.  Accepted Community Names:  Use this list and the related buttons to alter 

the list of communities in which the agent participates and the community 

rights for each. You can select from the following rights:  

a.  None: This option prevents the agent host from processing any SNMP 

requests from the specified community. For instance, you may 

configure None for the Public community for enhanced security.  

b.  Notify: Select this option to permit the agent host to send traps only to 

the selected community.  

c.  Read Only: Use this option to permit remote consoles to view data in 

the local MIB but not change it. This option prevents the agent from 

processing SNMP SET requests.  

d.  Read Write: Use t his option to permit remote consoles to make 

changes on the managed system. This option allows the agent to 

process SNMP SET requests.  

e.  Read Create: Use this option to permit the agent to create new entries 

in the SNMP tables.  
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3.  Accept SNMP Packets from Any H ost:  Select this option to permit the 

agent to process requests from all hosts in the óóAccepted community namesôô 

list.  

4.  Accept SNMP PACKETS from These Hosts:  Select this option to define a 

specific list of hosts from which the agent will process SNMP requ ests.  

 

 

 

SNMP in General  

Since we have some space on this page, here are some handy links to help you learn 

more about SNMP.  

Description  Hyperlink  

Lessons about SNMP  http://www.et.put.pozn an.pl/snmp/main/main

menu.html  

SNMP: Simple? Network Management 

Protocol  

http://www.rane.com/note161.html  

Microsoft SNMP implementation  http://msdn.microsoft.com/en -

us/library/aa379100(VS.85).aspx  

 

 

 

 

Remainder of page intentionally left blank  

http://www.et.put.poznan.pl/snmp/main/mainmenu.html
http://www.et.put.poznan.pl/snmp/main/mainmenu.html
http://www.rane.com/note161.html
http://msdn.microsoft.com/en-us/library/aa379100(VS.85).aspx
http://msdn.microsoft.com/en-us/library/aa379100(VS.85).aspx
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Installing SNMP Informant  

SNMP Informant Agent installation programs provide two methods to install:  

¶ Graphic user interface (GUI) ï A grap hics wizard based installation requiring 

input from the user either with the mouse and keyboard.  

¶ Command line interface ï An interface where you can install the software without 

any intervention from the user. Also known as an unattended  or silent  install.  

This  section will cover  the installation of the SNMP Informant -Premium product , which 

includes all SNMP Informant providers .  Depending on the product(s) purchased, 

Individual installs of various SNMP Informant agents will differ somewhat, and specific 

requirements will be noted.  

 

GUI Installation  

Start the informant  executable.  

Click the Next button in the welcome screen.   The installer will detect whether the host 

OS is x86, x64,  or ia64 bit version.  
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Read the License Agreement and click the ñI accep t the agreement ò radio button if you 

agree with the license.  Click the Next  button.  

 
 

 

Enter your registration  information and the Serial Number /Validation Key  supplied with 

your product. Click the Next  button after entering the correct Serial Number /Val idation 

Key . 
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Enter where you would like to install the SNMP Informant Agent. Click the Next  button.  

 
 

If you already HAVE installed SNMP Informant , you will see this message.  
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Select the components you would like to install.  The validation key you  receive with 

your purchase will determine which components can be selected and installed.  
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Enter the name of the menu under the Start Menu Folder. Click the Next  button.  
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If you are installing the Exchange 2000/2003 /2007  WMI Provider agent, y ou will be 

prompted for a domain account to start the SNMP Informant Exchange Helper Service.  

Enter a valid domain user that has delegated Exchange View Only Administrator 

privileges at least.  

 
For more information about configuring Exchange 2003 /2007  and SNMP Informant, see 

ñUsing SNMP Informantò. 

  

If you are installing the O perating System WMI provider , you will be prompted for SNMP 

SET functionality you desire to activate within SNMP Informant.  

 


















































































