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Introduction

Thank you for downloading and using (or trying) SNMP Informant. We are sure you will
like what you s ee, and recognize the value in our products. This document is intended

to help you make the most of SNMP Informant . If you have any comments about this
documen t (omissions, corrections, etc.), please contact product.support@informant -
systems.com , and let us know.

We have always strived to provide excellent value for your money with SNMP Informant.
If you are pleased with this product, please tell your colleagues and friends. If not,
please te Il us, so we can address your concerns as soon as possible.

About Informant Systems, Inc.

Informant Systems has been developing and p roviding the network management

community with cost -effective SNMP extension agents for Windows operating systems

andserver applications since 1999. Qur flagship prod!
by small, medium and large organizations around the world, including Universities,

financial institutions, Fortune 500 companies and large multi -national organizations.

Resellers or commercial product developers interested in bundling or reselling SNMP
Informant are encouraged to contact product.info@informant __-systems.com _ in order to
find out more information.

O

Informant Systems, Inc.

Informa nt Systems, Inc.

11135 7 23A Avenue

Edmonton, AB T6J4 W5 Canada

Phone : 780 -908 -6669

Fax: 780-434-8991

Web: http://www.informant -systems.com

Product Information: product.info@informant  -systems.com
Product Support: product.support@informant  -systems.com

Primary Contact:  Garth K. Williams i President and Managing Director
garth.williams@ _informant -systems.com
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Statement of Limitations

Although we have attempted to find and correct any bugs in the software, we will not
be held responsible for any damage or losses (of ANY kind) c aused by the use (or
misuse) of this product. Names, icons, functionality, file format, etc. are subject to
change in future versions of SNMP Informant without natice.

Also, while we are well aware that we cannot control who downloads and/or uses SNMP

Inf ormant, we would like to make it clear that:

UNDER NO CIRCUMSTANCES IS SNMP INFORMANT DESIGNED TO MANAGE, SUPERVISE
CONTROL, MONITOR OR OTHERWISE INTERACT WITH INSTRUMENTS AND/OR
EQUIPMENT THAT MIGHT POTENTIALLY AFFECT HUMAN LIFE.

For example:
SNMP Informa ntis not designed  for, nor is it intended to be used to monitor or interact
with computer systems that might be used to construct, operate or maintain any type

of the following facilities (including but not limited to):

nuclear power

Air traffic control 0 r navigation

Maritime control or navigation

Other commuter transport (rail, bus, taxi, etc.)
Military (operations, control, etc.)

NMS Compatibility

The SNMP Informant MIBS are written to comply with RFC standards, and are compiled
and tested on several di fferent MIB compilers and applications in order to ensure
maximum compatibility. Nonetheless, we make NO guarantees that they will compile
on any SPECIFIC product. In the event that you have problems using SNMP Informant
(i.e. compiling SNMP Informant MI Bs) with your particular NMS, please consult the
Product Support Forums .

Warranty

All v ersions of SNMP Informant are warrant ed to operate EXACTLY as described on the
SNMP Informant web site (  www.snmp -informant .com). If you have ANY questions
about SNMP Informant's ability to gather certain performance metrics, please contact
product.info@informant  -systems.com , and we will be pleased to help you out.

SNMP Informant Overview

SNMP Informant products are Simple Network Management Protocol (SNMP) extension
agent s that provide the capability to access Microsoft Windows Operating System and
Application Server  Performance Counters , WMI classes and other serve r information
through the SNMP protocol. SNMP Informant agent  information can be accessed using
either SNMPvl or SNMPv2 protocols from an SNMP Network Management Sy stem
(NMS). NMS applications include (but are not limited to) HP Network Node Manager,
Sciencelogic EM7, Paessler IPCheck, Netmon, IPMonitor and others.
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Product Description

SNMP Informant agents are DLL ( Dynamic Link Libraries ) extensions t o the Microsoft
Windows SNMP service. The Windows SNMP Service must be installed properly,
configured and running before the SNMP Informant agent is accessible

SNMP Informant agent types are designed to be installed on servers (although they
CAN be installed on Windows XP and Vista) and be categorized as follows:
e Performance Providers T These agents connect to the Performance Counter _ sub -system,
and allow performance counter information to be collected via SNMP
e  WMI Providers T also called State and Configuration agents, these agents connect to the
Window s WMI sub-system , and allow WMI information to be collected via SNMP.
e  Custom Providers T Agents of this type allow you to collect either Performance or
State/Confi guration information from server applications that might not otherwise provide
this information to either the Performance or WMI sub -systems.
Regardless of the provider type, taking advantage of the information SNMP Informant

provides is very simple:

How SNMP
Informant works Step 3: Install SNMP Informant MIBs

Step 1: Install SNMP Service Network
Management
© Station
Step 2: Install SNMP Informant O el atio

Step 4: Collect the data

Step 5: Analyze the results

Windows XP/2000/2003

]
|

o |
o
il
i{ ST "
[y

|
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Figure 1 7 SNMP Informant Functional Overview

Installing SNMP Informant is very easy. Once the SNMP service is correctly installed
and configured, the SNMP informant installer can be run (see the Installation and

Configuration _ section).
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Performance Provider Agents

SNMP Informant P erformance Provider Agents connect through the Windows
Performance Data Handler library to access server performance count ers. A diagram
illustrating this concept is shown below. As you can see, an SNMP_GET request

message _is passed thro ugh the SNMP Informant DLL to the Windows performance sub -
system and back again to the requesting entity.

_ _ Windows
SNMP Windows SNMP Service Performance
Request Counters
SNMP Informant DLL
PDH DLL >
P SNMP
Response
Figure 2 17 SNMP Informant Application Structure (P erformance Providers )
Standard and Advanced Performance Provider Notes
Unlike Windows XP* | Windows Vista*  and Windows 2003*, Windows 2000 does not
come fiout of the boxo with | ogical di sk performance
the only disk counters accessible by SNMP Informant are the phys ical disk performance

counters. In order to activate logical disk performance counters on Windows 2000, do
this:

1. Openan OS prompt
2. Type "diskperf -y" (omit the ™)
3. Close the OS Prompt
4. reboot the system
* Windows 2003 , Windows Vista and Windows XP dynamica lly activate logical disk

counters as needed.

Application  Server Performance Provider Notes

SNMP Informant Server Performance Provider Agents e xtend SNMP Informant
functionality by allowing SNMP to be used to query application specific performance
counter s using SNMP.  Such applications at present include:

e ISAServer i supports ISA 2000/2004/2006

e BizTalk Server I supports BizTalk 2000/2004/2006

e SQL Server - supports SQL 2000/200 5/200 8 (including MSDE and Express)
e Exchange Server T supports Exchange 2000/20  03/2007
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WMI Provider Agents

Similar to the PDH agents, SNMP Informant WMI Provider A gents make data requests to
the local WMI sub -system on the system where SNMP Informant is installed. See the
figure below for a diagram representing the data flow for this type of agent.
: _ Windows
SNMP Windows SNMP Service ManagemenF
Request Instrumentation
SNMP Informant DLL (WMI) sub -
system
SNMP|
Response
Figure 3 1 SNMP Informant Application Structure (WMI Providers )

WMI Provider Notes

SNMP Informant WMI Provider Agents extend SNMP Informant functionality by allowing
SNMP to be used to server specific WMI information using SNMP. Such applications at
present include:

e Virtual Server i allows SNMP to be used to access Virtual Server information

e  Hypervisor (Hyper -V) i allows SNMP to be used to access Hyper -V information
e OS - allows SNM P to be used to access OS specific WMI information

e HW 7 allows SNMP to be used to access hardware specific WMI information

o Note: This agents 6 functionality wi |1 di ffer depenc
hardware manufacturers6é support for MIhe Wind
system. If the motherboard manufacturer does not provide information
to the WMI system, then SNMP Informant will not be able to access it.

WMI Provider Helper Services

The SNMP Informant WMI -OS and WMI -Exchange agents incorporate the use of a
Afhel pervi ceo. This helper service sits between the
sub - system.

SNMP requests are received (by the SNMP service) from the NMS for OIDs that are
derived from a WMI class, and passed from the SNMP Informant extension agent DLL to
the helper service. Then, the helper service passes (proxies) that request to the WMI
sub - system, and waits for a response.

When a response is received, the helper service passes it back to the extension DLL,
and the extension DLL passes it back to the SN MP service . Figure 4 below illustrates
this data flow.
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Windows
SNMP Windows SNMP Service Management
Request Instrumentation
SNMP Informant DLL (WMI) sub -
system
SNMP Informant >
helper service
- SNMP
Response
Figure 4 1 SNMP Informant Application Structure (WMI Providers  with helper

service)

Custom Provider Agents

SNMP Informant 2008.2 includes custom SNMP support for Microsoft Cluster Services
and Citrix Presentation Server through APIs published for those products. This fAbridgeo
allows information to be collected

System Requirements

The SNMP Informant Agent executes on the following operating syst ems. It does not
run on Microsoft Windows 95, 98, ME, or NT.

Operating Systems Supported:

Microsoft Windows 2000 Professional

Microsoft Windows 2000 Server

Microsoft Windows 2000 Advanced Server

Microsoft Windows 2000 Datacenter Server

Microsoft Windows X P Home/Pro (x86 /x64 )

Microsoft Windows Vista ~ Home/Business/Premium (x86/x64)
Microsoft Windows 2003, Standard Edition(x86 /x64/ia64 )
Microsoft Windows 2003, Enterprise Edition (x86 /x64/ia64 )
Microsoft Windows 2003, Data  center Edition (x86 /x64/ia64 )
Microsoft Windows 2003, Web Edition (x86 /x64/ia64 )
Microsoft Windows 2003, Small Business Server (x86 /x64/ia64 )
Microsoft Window 2008, Standard Edition (x86/x64/ia64)

Microsoft Window 2008, Enterprise Edition (x86/x64/ia64)

Processor Requirement: minimum of a Pentium Il class
Memory Requirement: 32 MB
Disk Space Requirement: 30MB
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Installation and Configuration

The SNMP Service is not installed by default on the Microsoft Windows operating
systems and is not configured by def ault on the Microsoft Windows 2003 operating
systems. The SNMP Service must be installed and configured prior to installing

the SNMP Informant agent. If the SNMP Service is already installed and configured,
then skip to the Installing SNMP Informant section.

| nstalling the Microsoft Windows SNMP service

Since the Microsoft Windows operating systems vary slightly, the steps to install the

SNMP Service may be deviate a little from this guide. You may also refer to the Microsoft

Windows Help (Start \Help) und e r ASNMP Service (installing)o for
installing the SNMP Service.

You must be logged on as an administrator or a member of the Administrators group to
complete this procedure. If your computer is connected to a network, network policy
settings may also prevent you from completing this procedure.

1. Click Start, point to Settings, click Control Panel, double -click Add or Remove
Programs, and then click Add/Remove Windows Components.

2. In Components, click  Management and Monitoring Tools (but d o not select or clear
its check box), and then click Details

3. Select the Simple Network Management Protocol check box, and click OK.

4. Click Next .

5. Insert the respective CD or specify the complete path of the location at which the files
are stored.

6. SNMP starts automatically after installation.

Configuring the Microsoft SNMP service

The Microsoft Windows SNMP Service must be configured before it can be accessed by

any SNMP Manager software. Since the Microsoft Windows operating systems vary
slightly, the st eps to configure the SNMP Service may be deviate a little from this guide.
You may also refer to the Microsoft Windows Help (Start \Hel p) under ASNMP Ser
(security, configuring)o for more information on conf
To configure SNMP ag ent in Windows XP, 2000 and 2003 systems, follow the steps given
below:
1. Click Start , pointto Settings , and thenclick Control Panel . Double -click
Administrative Tools and then double -click Computer Management
2. Inthe console tree, click Services and Appl ications and then click Services
3. Inthe details pane, scroll down and click SNMP Service
4. Onthe Action menu, click Properties
5. Onthe Security tab, select Send authentication trap if you want a trap message to
be sent whenever authentication fails.
6. Under Accepted community names, click Add .
7. Under Community Rights , Select a permission level for this host to process SNMP
requests from the selected community.
8. In Community Name , type a case -sensitive community name, and then click Add .

9. Specify whether o r not to accept SNMP packets from a host:
10. To accept SNMP requests from any host on the network, regardless of identity, click
Accept SNMP packets from any host.
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11. To limit acceptance of SNMP packets, click Accept SNMP packets from these hosts ,
click Add , t ype the appropriate host name and IP or IPX address, and then click Add
again.

12. Click Apply to apply the changes.

Installing SNMP Informant

SNMP Informant Agent installation programs provide two methods to install:

e Graphic user interface (GUI) T A graphics wizard based installation requiring
input from the user either with the mouse and keyboard.

e Command line interface T An interface where you can install the software without
any intervention from the user. Also known as an unattended install.

This section w ill cover the installation of the SNMP Informant Premium Bundle, which
includes all SNMP Informant software. Depending on the product(s) purchased,
Individual installs of various SNMP Informant agents will differ somewhat, and specific
requirements willb e noted.

GUI Installation
Start the informant executable.

Click the Next button in the welcome screen. The installer will detect whether the host
OS is x86, x64, or ia64 bit version.

7 Setup - SNMP Informant Premium (x86) Bundle SR [E=FEN

Welcome to the SNMP Informant
Premium (x86) Bundle Setup

Wizard
This will install SMMP Informant Premium Bundle 2008.2 on your
computer,

tt is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mexd > l| Cancel
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Read the License Agreement and click the fil accept the agreement 0 radio button if you

agree with the license. Click the Next button.
%" Setup - SNMP Informant Premium (x86) Bundle =L =
1
Please read the following impartant information before continuing. Kg f

Enter your

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END-USER LICENSE AGREEMENT {EULA) =

For | Ml
SNMP INFORMANT - SNMP AGENT (The Software)

Copyright @ 2004-2008, Informant Systems, Inc. (www.informant-

systems.com)
Copyright @ 1999-2004, Williams Technology Consulting Services

(www.wics.org)

Product names used in this document are trademarks of their 1
rF'E.I'IF'I'!HUF' nwners.

@i ac aqr
7 | do not accept the agreement

cBack || Net> | | Cancel

registration information and the  Serial Number /Validation Key

your product. Click the Next button after entering the correct Serial Num

Key.

supplied with
ber /Validation

4% Setup - SNMP Informant Premiurm (x86) Bundle = | =

Please erter your information.

User Information (E l-

User Mame:
Garth K. Williams

Organization:
Informart Systems, Inc.

Serial Number:

I A LA AT o i T e L
R e T e

<Back || Nedt> | | Cancel

7
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Enter where you would like to install the SNMP Informant Agent. Click the Next button.

4% Setup - SNMP Informant Premium (x86) Bundle [E=NEER
Select Destination Location ?
Where should SNMP Infarmant Premium Bundle be installed? % w

l Setup will install SNMP Infarmant Premium Eundle into the following folder.

I To continue, click Mext. f you would like to select a different folder, click Browse.
“\Program Files"SMMP Infarmart Browse...

At least 2.0 ME of free disk space is required.

<Back | MNet> | | Cancel

Select the components you would like to install. The validation key you receive with
your purchase will determine which components can be in stalled.
% Setup - SNMP Informant Premium (x36) Bundle PR
Select Components E—/'

Which components should be installed? % J

Select the components you wart to install; clear the compaonents you do not want to
install. Click Mesd when you are ready to continue.

[Custom installation - ]
SMMP Informant Advanced Peformance Provider 43MB &
[7] SNMP Informant Failover Clustering Provider 03IMB[ |
[E SMMP Informant SQLSsrver Editions 1.0MB ‘ﬂ
- [¥] 5QL Server 2005/2008 Performance Provider 1.0ME
[7] 5QL Server 2000 Pedformance Provider 0.7 MB
[E SMMP Informant Exchange Editions 26 MB
[ Exchange 2007 Peformance Provider 22MB
BExchange 20002003 Peformance Provider 1.5MB
. [7] Exchange 2000/2003 WM Provider 08MB ™

Curmrent selection requires at least 41.3 MB of disk space.

<Back || Ned> | [ Cancel

Page 10



Enter the name of the menu under the Start Menu Folder. Click the

Next button.

% Setup - SNMP Informant Premium (x86) Bundle = | =
Select Start Menu Folder Eﬂ’
Where should Setup place the program’s shortcuts? (E f
J Setup will create the program'’s shortcuts in the following Start Menu folder.

To continue, click Nexd. f you would lilke to select a different folder, click Browse.

SMIMP Informart ] Browss...

<Back || Net> | | Cancel

If you are installing the Exchange 2000/2003 WMI Provider agent, you will be prompted
for a domain account to start the SNMP Informant Exchange Helper Service. Enter a
valid domain user that has delegated Exchange View Only Administrator privileges at

least.

For more information

AnUsI

" 1
r.‘us; Setup - SNMP Informant Premium (x86) Buna e _E@g
SHNMP Informant Exchange Helper ‘ET}
"Run service as” user information <§ f

The WMlinterfface to Microsoft Exchange requires a domain user account with at least
Exchange Organization READ privileges. Enter an account with appropriate privileges to
rur the SNMP Informant WMI-Exchange Helper Service as.  an account does not
exist, you can create a domain account and in the Exchange System Manager (highlight
the organization, rght-click, choose Delegate Control) assign this user as an "Exchange
View Only Administrator”. Please be aware of password expiry policies.

Domain:
151

UserMame:

exch-read-admin|

Password:

| <Back || Net> | [ Cancel |

e

ng

SNMP

about configuring Exchange 2003 and SNMP Informant, see
I nformant o

If you are installing the WMI -OS Agent, you will be prompted for SNMP SET
functionality you desire to activate within SNMP Informant.
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4% Setup - SNMP Informant Premium (x86) Bundle o o=

SNMP SET i?

Please specify which SNMP SET capabilities you would like to enable in the in the
check-boxes below. K you do, be SURE that the SNMP service is propery configured.
Specifically, ensure that the community (name) and rights (READ/CREATE) are st to
match those of your SNMP management application.

win32Shutdown (Capability to logoff, reboat, and shutdown this computerk
win32CreateProcess (Capability to start a process)
ossvcState (Capability to stop, start, pause, and resume a Windows Service)

Verify the installation parameters and click the Install button.
% Setup - SNMP Informant Premiurn (x36) Bundle o o P S

Ready to Install i?

Setup is now ready to begin instaling SMMP Informant Premium Bundle on your
computer.

Click Install to cortinue with the installation, or click Back if you want to review or
change any settings.

User information: -
Garth K. Wiliams - |
Irformant Systems, Inc. ‘ ‘

Destination location:
C:\Program Files"SNMP Informant

Setup type:
Custom installation

Selected components:
SNMP Informant Advanced Peformance Provider
SMNMP Informant Failover Clustering Provider -

4 P

<Back |[ Instal | | Cancsl
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The installer will proceed to install the selected providers, and you will see an

installation status bar moving across the insta Il window .

Click the Finish button after installing the SNMP Informant agent. Clear t he
Installation and Configuration Guide.pdf 0 ¢ h-bax kf you do not want to view this
document.

You have now completed the installation of SNMP Informant!

r

. Setup - SNMP Informant Premium (x86) Bundle =l —

Completing the SNMP Informant
Premium Bundle Setup Wizard

Setup has finished installing SNMP Informant Premium Bundle
on your computer. The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.

| Miew Installation and Corfiguration Guide pdf

Application Event Log to confirm su
component will add its own startup message to the Application Event log

Note:

also shut down, and will post information to that

well.

ccessful SNMP Informant component

Event Properties

Event

Computer: BUDDY

Description:

Date: 1/30/20 DB.| Source: SNMP Informant
Time: 12:52:05 Al Category: Mone

Type: Informatioc  EwventD: 0O

U=er: MNiA

bl g

SNMP agent started
Version 1.4.1

SNMP Informant Advanced

Buitt Dec 30 2007 02:24.51

[ QK ] | Cancel |

Next, check the Windows

start -up. Each

when the SNMP service is stopped, the SNMP Informant extension agents will

effect in the Application Event Log as
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